NupopMmanmoHHass NAMATKA 1JI1 HECOBEPIIECHHOJETHUX

10 Bompocam kudepoesonacHocTu B cetu «HTEpHED)

KoMnbloTepHbie BUPVCHI

KoMIbIOTEpHBIE BHPYC - 3TO PA3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOrpamw,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOpPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKECHHIO
(xonupoBaHMi0). B nonosHeHne K 3TOMy, BUPYChl MOTYT HOBPEIUTh WM IOJHOCTHIO
YHUUYTOXXUTh Bc€ (ailibl M JIaHHBIE, IOJKOHTPOJIbHBIE I0JIB30BATENIO, OT HMMEHHU
KOTOpOro OblIa 3amylieHa 3apakEHHas MporpamMma, a TakKe MOBPEIUTh WIA JaXKe
YHUUTOXKUTH OINEPALMOHHYIO CUCTEMY cO BceMH (paillaMu B nenom. B OonbpmmHCTBE

CIIy4acB pacCIIpoCTPaHAIOTCA BUPYCHI YCPC3 HHTCPHCT.
MeToabl 321U THI OT BPEIOHOCHBIX IPOrPaMM:

1. Ucnionp3yil COBpEMEHHBIE OIEPAllMOHHBIE CHUCTEMBI, HMMEIOIIUE CEPhEIHBIM
YPOBEHb 3aIIUTHl OT BPEJOHOCHBIX MPOTPaMM;

2. [loctosiHHO ycTaHaBnvBail nmatyu (UG POBHIE 3aIUIATKH, KOTOPHIE aBTOMATHUECKU
YCTaHABJIMBAIOTCS C IIEJIbI0 JOPa0OTKM TMpPOrpaMMbl) M Jpyrue OOHOBJICHUSI CBOEH
omepanuoHHOM cuctembl. CkaunBai UX TOJIBKO ¢ OpUIMaIbHOrO caifta paspadorunka OC.
Ecnu cymecTByer pexuM aBTOMaTUYECKOT0 OOHOBIIEHUS!, BKIKOUH €T0;

3. PaGortaii Ha cBoeM KOMIIBIOTEpE TIOJ TIpaBaMH TIOJB30BATENsA, a He
aAMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBUIMHCTBY BPEJAOHOCHBIX  IPOrpamMmm
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Vlcnonp3yil aHTUBHPYCHBIE IPOTPAMMHBIE IPOAYKThI H3BECTHBIX POU3BOJUTENEH,
C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyub PU3NYECKUMA TOCTYI K KOMIIBIOTEPY JJIs1 HOCTOPOHHHUX JIMII;

6. Ucnonb3yil BHEIIHUE HOCUTENU MH(OpMAIUK, TaKue Kak (Jielika, JUCK uiu (aiin
u3 VHTEepHEeTa, TOJBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBaif KOMITBIOTEpHBIE (haiiyibl, MOTYyUYEHHBIE U3 HEHAAEKHBIX UICTOUHUKOB.
Haxxe Te (aiibl, KOTOpbIE MpHUCIail TBOW 3HAKOMBIN. Jlydllle yTOUHM y HEro, OTIPABIISI

JIK OH TeOE ux.

Cern WI-FI

C mnomompio WI-Fi MOXHO mMOJAy4YuTh OCCIUIATHBIM WHTEPHET-JAOCTYIl B

OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX IIEHTpaX W ajpomoprax. Tak ke



SIBIISIETCS  OTJIUYHOM BO3MOKHOCTBIO BbIXOJa B HHTCpHeT. Ho wmHorme 9KCIICPThI

cuMTaroT, 4to obmmenoctynasie WiFi cetu He sSBstoTCS 0€30MaCHBIMU.

CogeTbl 110 6€30MaCHOCTH PAadOTHI B 001Ie0CTYNHBIX ceTsax Wi-fi

1. He nepenaraii cBoro nnuHyro uHpOpMaIuio yepes oobieaoctymnHabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTEJIbHO HE BBOJAUTH MApPOJIM JIOCTYIA, JIOTUHBI U KAaKUE-TO
HOMeEpa;

2. Hcnonb3yit u OOHOBIISIH aHTUBHPYCHBIE MpOrpaMMbl W Opanamay’p. Tem
caMbIM Thl 00€30TacuIllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOMCTRO;

3. [Tpu ucnonszoBanuu Wi-Fi otkmoun dynkuuo «O6mmii qoctyn K daitinam
u nupuHTtepam». JlaHHas QYHKIUS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIE
MOJIH30BATENM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnone3yii nyomumuneidi WI-FI anga nepemaunm JNHYHBIX — JaHHBIX,
HaIpuMep, M1 BBIXOAA B COMAIIBHBIE CETH WX B 3JICKTPOHHYIO MTOYTY;

5. Hcnonw3yii Tosbko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B wmoOwieHOM Tenedone otkmroun ¢GyHkimo «[logkmouenne xk Wi-Fi
aBTOMaThueckn». He momyckail aBTOMaTMYE€CKOTO MOJKIIOUYECHUS YCTPOMCTBA K CETSIM

Wi-Fi 0e3 TBoero cormnacus.

CouajgbHbIe CeTH

ComuanbpHasi CeThb - 9TO CaWT, KOTOPBIM MPEIOCTaBISET BO3MOXXHOCTH JIFOISIM
OCYIIECTBJIATh OOIICHUE MEXKTy coO0l B MHTepHeTe. Yalie Bcero B HUX IS KaKIOTO
YellOBeKa BBIJEISICTCS CBOSI JIMYHAs CTpaHWYKa, HAa KOTOPOM OH YyKa3blBaeT o cebe
pasnuyHyr0 WHGOpPMAIMI0, HadyWHAs OT WMCHHM, (aMWIMM W 3aKaHIUBas JIMYHBIMU
dotorpadusmMu. MHOTHE TIOTB30BATENM HE IOHUMAIOT, YTO MHGOPMAIIHS, pa3MeleHHas
UMU B COLMAIIBHBIX CETSAX, MOXKET OBITh HalJeHA W WCIIOJIb30BaHA K€M YTOJIHO, B TOM

qucie He 00513aTeIbHO ¢ 0JaruMu HaMepEeHUSIMH.
OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COMMAJIBHBIX CeTAX.

1.  Orpanuup cnucok Apy3ed. Y Te0s B JApYy3bsiX HE JOJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;
2.  3ammiai cBOI 4acTHyIO >ku3Hb. He ykaspiBail mapomnu, Teiae(oHBI,

aapeca, JaTy TBOEro POXIEHUA U JpYryl0 JIMYHYIO HH(OpMaIuio.



310YMBINIJICHHUKH MOTYT UCTIOJIB30BaTh IaXK€ HHPOPMAIUIO O TOM, KaK Thl U TBOU
POJUTENH TUTAHUPYETE IPOBECTH KAaHUKYJIbI;

3. 3ammimai CBOIO pEemyTaluio - JEpKU €€ B YUCTOTE M 3a/aBail cebe
BOTIPOC: XOTEJ OBI ThI, YTOOBI IPYTHE MOIH30BATEIIA BUJIEIH, YTO ThI 3arpy’Kaeib?
[Tomymaii, mpesxie 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATD U 3arPy3UTh;

4.  Ecnum ThI TOBOPHING C JIIOJIbMHU, KOTOPHIX HE 3HACIIh, HE HCIIONB3YH
CBO€ peallbHOE MMsI U JIPYTYIO JUYHYI0 MH(POpMAIUU: UMs, MECTO >KUTEIbCTBA,
MECTO y4eObl U IPOYEE;

5. N36erait pazmenienus ¢otorpaduii B MiuTepHere, rie Thl U300paxeH
Ha MECTHOCTH, [0 KOTOPOIl MOXHO ONPEIETUTh TBOE MECTOIIOI0KEHHE;

6. Ilpm perucrpanum B COLMAIbHONM CETH HEOOXOJUMO HCIIOJIb30BAThH
CJIO’KHBIE TIAPOJIH, COCTOAIINE U3 OyKB U MU(PP U C KOJTUIECTBOM 3HAKOB HE MEHEE
8;

7. Jnsa comuanbHOM ceTH, MOYTHl M JPYIHMX CalTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble mapou. Toraa eciu Te0s1 B3IIOMAIOT, TO 3710yMBIIUICHHUKH

Imojay4dar JOCTYII TOJIbKO K OTHOMY MCCTY, a HC BO BCC Cpasy.

DJIEKTPOHHBIE TeHbI'H

DJIEKTPOHHBIE JEHBIM — J3TO OYEHb YJOOHBIM CMOCcO0 TIUIaTexe, OJHaKO
CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

DONEeKTpOHHBIE JIEHBI'M MOSBHIMCH COBCEM HEAABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHMX TOCyAapcTBax 0 CUX MOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHUM (PYHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, IJI€ UX
pa3zeNsAoT Ha HECKOJIbKO BUJOB - aHOHMMHBIE U HE aHOHMMHbIEC. Pa3HHIlA B TOM, 4TO
aHOHMMHBIE - 93TO T€, B KOTOPBIX pa3peniaercs MpPOBOIUTH oOmepanuu 0e3
UACHTU(UKAIIMKM TI0JIb30BATENs, @ B HE AHOHUMHBIX MJEHTHU(HUKALUU TMOJIb30BaTEIS
ABJISIETCS 0053aTEILHOM.

Taxxke cienyer  pa3iauyarbh  dJIEKTPOHHbIE  (uaTHbIE  JI€HbrW  (PaBHBI
rocyJapCTBEHHbIM BaJIOTaM) MW JJIEKTPOHHbIE He(uaTHble JIeHbrM (HE paBHBI

rocyaapCTBCHHbBIM BaJ'IIOTaM).

OcHOBHBIE cOBeTbI MO 0e30macHOM padoTe ¢ 3JIEKTPOHHBIMH

JTeHbIaMMu:
1. [IpuBsku K cueTy MOOWIBHBIM TenedoH. DTO caMblii YIOOHBIM U

OBICTPBIA CTMOCOO BOCCTAHOBUTH JAOCTYHn K cuery. I[lpuBsszanHbii Tenedon



MOMOKET, €CJIM 3a0yjelnib CBOM IUIATEKHBIM MapoJib WIM 3aiJielllb Ha CaWT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnons3ylr ogHOpa3oBeie mapoiu. llocne mepexona Ha YCHIEHHYIO
aBTOpH3aIMIi0 TeOe yke He OyleT yrpoxaTh OIMAaCHOCTh KPaKU WM TIepexBara
IJIATEAKHOTO MapOIs;

3. Bo16epu cnoxubiit maposb. [IpectynHukaMm OyaeT He MPOCTO yrajaaTh
CJIOKHBIA Taposib. HamexHele maponu — 3TO IApoOJIM, KOTOPBIE COAEPKAT HE
MEHEe 8 3HAKOB M BKIIIOYAIOT B Ce0s CTPOYHBIC W MPOIMHCHBIE OYKBBI, MUPPHI U
HECKOJIbKO CUMBOJIOB, TaKHE KaK 3HaK JoJulapa, GyHTa, BOCKIUIATEIbHBIA 3HAK U
T.11. Hanmpumep, StROng!;;

4. He BBOJH CBOH JIMYHBIC JAHHBIC HaA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJIEKTPOHHAS IMOYTA

ONeKTpoHHAss MOYTa — 3TO TEXHOJOIUS W MPEAOCTaBIIIEMbIE €10 YCIYrd IO
MEPEChUTIKE W TIOJNYUYCHHUIO SJIEKTPOHHBIX COOOIIECHUM, KOTOpBIE paCHpeNessoTcs B
KOMITbIOTEPHOU ceTU. OOBIYHO SJEKTPOHHBIA MOYTOBBIN SIIUK BBITVISIAUT CICAYIOIMIUM
oOpa3zoM: UMsI_Toab30BaTeNsI(@uMs_oMeHa. Takxke Kpome mepesayu npocToro TeKCTa,

MMeEeTCS BO3MOKHOCTh NIEpeiaBaTh (haiiibl.
OcHOBHBIE COBETHI 10 0€30MACHOM PpadoTe ¢ JIEKTPOHHON MOYTOM

1. Hano BbIOpaTh mpaBWiibHBIA MOYTOBBIA cepBuc. B MuTepHeTe ecTh
OTPOMHBIN BHIOOP OECIIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIYYIIIEC JOBEPSITH TEM,
KOI'0 3Haellb U KTO IIEPBBIM B PEUTHUHTE;

2. He ykaspiBaili B Ju4yHON moute Ju4yHyr uHpopmanuto. Hampumep,
Jy4uie BbIOpaTh «My3bIKanbHbIA (haHaT@» niam «pok2013» BMecTo «remal3»;

3. Hcnone3yil ABYXATANHYIO aBTOPU3AIMIO0. JTO KOrAa MOMUMO Mapos
HY>KHO BBOJUTH KOJI, MpUChUIaeMbIi 1o SMS;

4, BriOepu cioxHbIN n1aposib. JJIsi KaKJI0ro MOYTOBOTO SIITUKA JOJIYKEH
OBITb CBOM HAJEKHBIN, YCTOMYMBBIN K B3JIOMY MapOJib;

S. Ecam ecTp BO3MOXKHOCTH HAalMCaTh CaMOMY CBOW JIMYHBIM BOMPOC,
HCIIOJIB3YH OTY BO3MOKHOCTB;

6. HNcnonb3yld HECKOJIBKO TMOYTOBBIX SIIUMKOB. [lepBhIM 1y 4acTHOM
NEPENUCKU C aJpecaTaMH, KOTOPbIM Thl IOBEPSEIIb. DTO JIEKTPOHHBIN aJIpec HE

HAJ0 KUCIIOJIb30BaTh MPHU PETUCTPALIMK HA (POopyMax U calTax;



7. He oTkpeiBaii (aiinbl U Apyrre BIOKEHHS B MUCbMaX JaXke €CId OHU
NPULUTA OT TBOMX Jpy3eil. Jlydmie yrouHn y HHUX, OTIPABISUIA JIM OHU TeOE ITH
daitner,

8.  Ilocnme okoHYaHHsI paOOTHI HA MOYTOBOM CEPBHCE IMEPEH 3aKPHITHEM

BKJIQJIKW C CAUTOM HE 3a0yJ]ib Ha)KaTh Ha «BBIATHY.

Kno6epOovyJJIMHT WM BUPTYAJLHOE U31€BATEJILCTBO

KuGepOymauHr — mpecieqoBaHre COOOIIEHUSIMHU, COJIEPKAIIIMH OCKOpOJIeHUS,
arpeccuro, 3amyrMBaHHe; XYJIMIaHCTBO; COLMAIbHOE OOWKOTMPOBAaHUE C IOMOLIBIO

Pa3JINYHbIX HHTCPHCT-CCPBUCOB.
OcHoBHBIE COBETHI 110 00pHOe ¢ KHOEPOYJJIMHIOM:

1. He Opocaiics B 0oil. Jlydmmii cmoco0: MmocoBETOBaThCA Kak ceOst
BECTHU U, €CIIH HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIIOKOUTHCS.
Ecnu ThI HauHeHmb OTBEYaTh OCKOPOJEHUSIMU HAa OCKOPOJICHHS, TO TOJIBKO €Ille
00JIbIIE PA30KKEIIb KOH(DIUKT;

2. VYpapistit cBoel KubepperyTaimuei;

3. AHOHUMHOCTH B ceTd MHMMasl. CyIIECTBYIOT CIIOCOOBI BBISICHUTbD, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4, He cTout Bectn XynuraHckuil 00pa3 BUPTyalbHOU *U3HHU. HTEpHET

(buKcUpyeT BCe TBOM JEHCTBUS M COXpAHAET MX. YIanuTh uXx OyAeT KpailHe

3aTPYJHUTEIBHO;
5. Benu cebs BexIMBO;
6. Urnopupy¥t eauHuuHblii HeratuB. OJIHOPA30BBbIE OCKOPOUTEILHBIC

COOOmICHUS JIydlie WrHopupoBath. OOBIYHO arpeccusi MpeKpamaeTcs Ha
HavaJIbHOM CTa UM,

1. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH,
B COIMAIBHBIX CETSX €CTh BO3MOYKHOCTH OJIOKMPOBKH OTHPABKH COOOIICHHUH C
OTIpE/ICIICHHBIX aJPECOB;

8. Ecmm THI cBuaerens kuOepOyumHra. TBom ACHCTBUSA: BBICTYIHTH
MPOTHUB TIpECiIeIOBaTENsl, IOKa3aTh €My, 4YTO €ro JEHCTBHS OIICHUBAIOTCS
HETaTUBHO, TOJJEPKaTh KEPTBY, KOTOPOH HY)XKHA TCHUXOJIOTHYECKAs IMMOMOIIIb,

COO6HII/ITB B3pPOCJIBIM O (baKTe arp€CCUBHOI'O IMOBCACHUS B CCTH.



MoouabHBIN TeJdedoH

CoBpeMeHHbIe cMapT(hOHBI U IUIAHIIETHI COJAEpPkKAT B ceOE BIIOJHE B3POCIBIi
(GyHKIIMOHAT, ¥ TENEpbh OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOMITBIOTEPAMH.
OpnHako, CpeCTB 3alUThI I MOJOOHBIX YCTPOMCTB MOKA OYEHb Majo. TecTupoBaHue u
MOUCK YSA3BHUMOCTEN B HUX ITPOUCXOJIUT HE TaK MHTEHCUBHO, Kak mis 11K, To xe camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl YK€ MPAKTUYECKH JIOTHAJIM HACTOJIbHBIE
aHaJIOTH, OJIHAKO paciiupeHre (yHKIIMOHAIa BJIEUET 3a COOOW OOJIBLIYIO CIIOKHOCTh U
MEHBIIYIO 3alUIIEHHOCTbD.

Jlaneko He Bce NPOM3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIINE

KPUTHUYCCKHUC YA3BUMOCTU JJII CBOHUX YCTpOﬁCTB.

OcHoOBHBIE COBETHI /I 0€30IACHOCTH MOOWJIBLHOIO Tejie()OHA:

1. Bbynb ocToposkeH, Beab Koraa Tede mpeasiaraloT OecriaTHbIM KOHTEHT,
B HEM MOTYT OBITh CKPBIThI KaKHe-TO IJIATHBIE YCIYTH;

2. Hymaii, npexzae yem otnpaBuTh SMS, ¢poro win Bumeo. Trhl TOUHO

3Haelllb, I/1€ OHU OYAyT B KOHEUHOM UTOTE?

3. Heo6xo1uMo 0OHOBISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
4, Hcnonb3yil aHTUBUPYCHBIE MPOrPaMMBbl 11 MOOMJIBHBIX TEJIE(POHOB;
5. He 3arpyxail npuioxeHuss OT HEU3BECTHOIO MCTOYHMKA, BEIb OHHU

MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00€CIIEUEHHUE;

6. [locne TOro Kak Tbl BBIMAEHIL C CaWTa, TJ€ BBOAWI JIMYHYIO
nH(popmarluto, 3aiiIu B HaCTpOHKH Opaysepa u yaaiau cookies;

7. lTlepuonuyecku NpoBepsAl Kakue IJIATHBIE YCIYT'M aKTUBUPOBAaHbI Ha
TBOEM HOMEPE;

8.  Jlamaii cBoii HOMEp MOOWJIBHOTO TeliehoHa TONBKO JHOISIM, KOTOPBIX
ThI 3HACIIb U KOMY JOBEpSICIIIb;

9.  Bluetooth gomxeH ObITh BBIKIIIOUYEH, KOT/Ia Thl UM HE IMOJIb3YEIIbCS.

He 3a0b1Baii mHOT1a TPOBEPATH ITO.

OUIIHMHT WK KPaKa JHYHBIX JAHHBIX

I'maBHas 1enp GUUIMHT - BUJa VIHTEpHET-MOIIEHHUYECTBA, COCTOUT B MOJIYYEHUU
KOH(UICHIIMATBHBIX JTaHHBIX MOJb30BaTeNe — JIOTMHOB M maposei. Ha anrnmiickom
s3bike phishing umTtaetcs xak ¢umuHr (ot fishing — pwiOHas noBns, password —

apoJib).



OcHoBHbBIE COBETHI 10 00pHOE ¢ PUIIUHTOM:

1. Cneau 3a cBoMM akkayHTOM. Eciu Thl mojo3peBacilb, YTO TBOS
aHkeTta ObUTa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHpPOBaTH €€ M COOOIIUTH
aJIMMHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2.  Hcmonp3yit Oe3omacHble BeO-caiiThl, B TOM 4HCJE, HWHTEPHET-
MarasvHOB U TIOUCKOBBIX CUCTEM;

3. Hcnonp3yil cioxkHble U pa3Hble mapond. Takum oOpas3om, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH IMOJIy4aT IOCTYN TOJBKO K OJHOMY TBOEMY
npoduIIo B CETH, a HE KO BCEM;

4.  Ecom TeOs B3IOMaiM, TO HEOOXOIUMO MNPEAYINpPENnuTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE 100aBJIEHBI y T€OS B APY3bAX, O TOM, YTO T€Os B3IOMAIH H,

BO3MOXXHO, OT TBOCTO HMCHH 6y,Z[CT pacChlIaThCA CIIaM U CCBIIIKHM Ha (bI/IHII/IHFOBBIC

CalThI;
5. VYcranoBu HaaexHbI napoib (PIN) Ha MoOuIbHBIN TenedoH;
6. OTkJTI0uM coOXpaHeHue mapodisi B Opaysepe;
7. He otkpeiBaii (haiinel U Apyrue BIOKEHHs B MUCbMaxX JaKe €CIM OHU

NPUIILTA OT TBOUX JApy3eil. Jlydile yTouHHu y HHMX, OTHOPABISUIA JIU OHU TeOe dTU

(aibl.



